
The Protection of Personal Information Act (POPIA) will come into effect on 1 July 2021 and 
due to it being a new piece of legislation with no case law on how to interpret and apply 
these sections yet, there are lots of questions in the industry on what it actually means for 
them. It is impossible to give 100% clarity at this stage, seeing as we would need to see how 
the Information Regulator and the Courts eventually interpret the relevant sections, but we 
have spoken to privacy lawyers to get their views in order to provide some guidance on 
how it could apply to lead generation services. It is also important to remember that each 
company is unique and that the context in which your processing activities takes place 
might affect the advice, it is therefore suggested to consult with your privacy lawyer to get 
advice on how this relates to your specific environment and make sure you are complying 
with POPIA.

This document provides insight into the 10 important areas that lead generators need to take 
note of and adhere to. It is important to note, that some of the content might change in the 
future, for reasons mentioned above, but we are working to stay on top of all developments 
in this field and will continue to update members of any changes that are relevant to them.   

Lead generation is the action or process of identifying and cultivating potential customers for 
a business’s products or services (so sayeth Oxford Dictionary). There is a thriving market 
for personal information being repurposed, sold, traded and rented for lead generation 
purposes. So, the 10 commandments for ethical lead generation was born. 

THE 10 GUIDING 
PRINCIPLES ON ETHICAL 

LEAD GENERATION



This was considered questionable even before POPIA became a thing. If we go back to the SASSA social 
grants crisis in 2014, the crisis started because the payments company which SASSA had contracted 
to distribute state social grants was also sharing the personal information of SASSA grant recipients 
with various third parties for direct marketing purposes. This was being done without the knowledge 
or consent of the SASSA grant recipients. SASSA’s contract with the payments company was declared 
invalid by the Constitutional Court because of what the payments company was doing. 

1.   WE WILL NOT SELL OR BUY PI WITHOUT CONSENT

The Constitutional Court also ordered that 
until a replacement payments company could 
be found, T&Cs must be added to the contract:

•  which provide that adequate safeguards be put 
in place to ensure that all SASSA social grant 
recipients’ personal information remains private 
and only used for processing grant payments, 

•  and which preclude anyone from inviting 
social grant recipients to ‘opt-in’ to sharing 
confidential information (such as their personal 
information) for the marketing of goods and 
services.1 

The Constitutional Court then ordered that once 
a replacement payments company had been 
found, SASSA is under the duty to ensure that the 
payment method it uses:

•  contains adequate safeguards to ensure that 
all SASSA social grant recipients’ personal 
information remains private and only used for 
processing grant payments; and 

•  precludes the new payments company from 
inviting beneficiaries to ‘opt in’ to the sharing of 
confidential information for the marketing of goods 
and services.

1  Black Sash Trust v Minister of Social Development and Others [2017] ZACC 8 at paragraph 72. 
2  Discovery Ltd and Others v Liberty Group Ltd (21362/2019) [2020] ZAGPJHC 67 at 78. 

Yes. You got that right. The Constitutional Court said that the 
payments company couldn’t even ASK if the grant beneficiaries 
wanted to receive direct marketing. Now, there is no need to 
stress toooo much. Recently in another case, a South African 
High Court ruled that a data subject is free to make their personal 
information public as they see fit2. The crux here is that a data 
subject may do what they want with their personal information 
freely. However, this does not extend to lead generation or data 
brokering companies selling the personal information of the data 
subjects in their databases without the data subject’s consent. 

Now that POPIA is on 
the scene to regulate 
this sort of thing, this is 
actually good for lead 
generation companies 
in this regard. POPIA is 
nowhere near as strict as 
the Constitutional Court’s 
judgment in the SASSA 
social grants crisis. 

1
personal information is being processed to conclude or perform in 
terms of a contract (e.g. to provide a service like online shopping to 
somebody);

2 personal information is being processed to comply with an obligation 
imposed by law (e.g. to comply with the Employment Equity Act);

3 personal information is being processed to protect a legitimate interest 
of the data subject (e.g. if a person’s life is at stake);

4
personal information is being processed to ensure proper performance 
of a public law duty by a public body (e.g. by a municipality to charge 
your rates and levies);

5

personal information is being processed to ensure the legitimate 
interest of the responsible party or of a third party (e.g. if a responsible 
party processes personal information to protect itself and its customers 
against fraud or misuse of its services, or if a third party processes 
personal information to combat illegal activity in the public interest), and

6 personal information is being processed with the consent of the data 
subject. 

So, what does POPIA say  
on this issue? Section 11 of 

POPIA says that a responsible 
party is only allowed to 

process personal information 
if the responsible party has 

a legal basis for doing so 
(i.e. is ‘justified’). Processing 

of personal information is 
automatically considered 

justified under POPIA if:



3  https://ico.org.uk/media/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/legitimate-interests-1-0.pdf 
4  Section 11(3)(a) of POPIA.

Now, if selling the personal information is your original and only purpose for processing the data 
subject’s personal information – can you find a legal basis for the processing in the above 6 options? 
Consent should always be your last resort. 

Legitimate interests can include your own or a third party’s 
commercial interests, individual interests or broader societal 
benefits3. However, to use this justification, the legitimate interest 
you choose must be weighed against the rights and interests of the 
data subject to ensure that there is no disproportionate infringement 
of the data subject’s privacy. The knee-jerk reaction here is that this 
would be a long shot. Considering the Information Regulator’s stance 
on the buying and selling of personal information, it is also highly 
unlikely that option 5 would work. POPIA also affords data subjects 
the right to object to the processing at any time ‘on reasonable 
grounds relating to his, her or its particular situation’ if you rely on 
this legal basis. It is a tricky one to navigate all around4. 

The immediate 
guess is that 

you will be hard-
pressed to find 
a legal basis for 
the processing 

of personal 
information to 

sell or buy it with 
options 1 through 4. 

 Therefore, you are 
left with only option 6 
(consent) as the legal 
basis you can use to 

justify processing 
personal information for 
the purposes of buying 

or selling it. 

This is all good and well if buying or selling personal 
information was your only reason for processing this 
personal information. But what if it is your secondary 
purpose for processing personal information (as it mostly 
is)? Do you still need consent to justify processing the 
personal information for buying and selling it? If, for 
example, your original purpose for processing the personal 
information was to sell data subject fruits and vegetables 
via online shopping. This processing is all above board – 
you are legally justified to process the personal information 
because it is necessary to perform in terms of the 
agreement between yourself and the data subject. 

Here, unfortunately, is where POPIA throws a spanner in the works 
again. Yes, you may process the personal information to fulfil the 
online shopping agreement. However, POPIA is very strict about 
the additional usage of that personal information. Section 15 deals 
with ‘further processing’. Essentially, any further or secondary 
processing of a data subject’s personal information you do MUST 
be compatible with the original purpose you collected it for. If the 
second purpose is not compatible with the original purpose – you 
will need to find another legal basis for processing the personal 
information for this second purpose. 

Are providing data 
subjects with fruit and 
vegetables via online 
shopping and buying 
selling data subjects’ 
personal information for 
your own commercial 
interest compatible 
purposes? No, it is quite 
clear they are not.

Therefore, you will need to run through options 1 through 6 to determine the legal basis for processing 
personal information for the purpose of buying or selling it. This leads you to the same answer as 
before – option 6 ‘consent’. Therefore, you must get a data subject’s consent before you buy or sell 
their personal information. 

What about option 5 (personal information is being processed to 
ensure the legitimate interest of the responsible party or a third 
party)? 



2.   WE WILL NOT DO INVISIBLE PROCESSING

What is invisible 
processing?

Invisible processing occurs when you are processing a data subject’s personal 
information without their knowledge, or you are processing the data subject’s 
personal information for a purpose you have not told them about and that they 
would not expect.5 Examples of invisible processing include list brokering, online 
tracking by third parties, online advertising and the re-use of publicly available 
personal information.6 

For example, if you are collecting a data subject’s personal information in the context of a sale for 
a product, but you are also using this information to build a consumer profile of this 
data subject to share with third parties (without the data subject’s knowledge or 
consent) – this is invisible processing.

Remember, POPIA is principle-based legislation. This means that POPIA requires personal 
information to be processed according to certain principles, such as all processing of 
personal must be done transparently7. 

What does this require 
exactly?

This means that all processing of personal information must be done in a way that 
is clear, open and honest with your data subjects about what they can expect when 
they provide you with their personal information8. You must be very clear with the 
data subject about what personal information of theirs is being processed, who the 
responsible party is for the processing, how the processing is taking place and for 
what purposes (i.e., all the purposes) the processing is taking place. 

FYI, this is usually done by way of a well-written, easy-to-read privacy notice.

Follow this basic rule of 
thumb –

would the data subject be surprised to know what you are doing with their data? If 
so, then what you are doing is not compliant with POPIA. 

Companies are being fined for invisible processing under the GDPR. In 2019 the ICO (the UK information 
regulator) fined a company called Bounty GDP40,000 due to the ‘invisible’ nature of the processing of data 
subjects’ personal information they were doing.9 Bounty, a pregnancy and parenting club, collected personal 
information for membership registration through its website and mobile app, merchandise pack claim cards and 
directly from new mothers at hospital bedsides. But the company also operated as a data broking service until 
30 April 2018 by supplying customer personal information to third parties for electronic direct marketing. Data 
subjects were unaware that their personal information was being processed in this way and with whom it was 
being shared. 

5  https://ico.org.uk/media/2616882/direct-marketing-code-draft-guidance.pdf. ICO draft DM CoC pgs 50 and 36. 
6  ICO draft DM CoC pg 28.
7  Sections 17 and 18 of POPIA.
8  https://ico.org.uk/for-organisations/guide-to-data-protection/key-data-protection-themes/age-appropriate-design-a-code-of-practice-for-online-services/4-

transparency/.
9  https://ico.org.uk/media/action-weve-taken/mpns/2614757/bounty-mpn-20190412.pdf



3.  WE WILL NOT USE BLANKET THIRD PARTY CONSENTS
Remember, specific and informed consent is specific and informed 
consent. This is the basic rule of thumb for getting proper consent. Will 
the lead/customer be surprised to hear from you? If so, then you are doing 
something wrong.  

Often, the circumstance arises when a data subject has consented to 
receive direct marketing from your organisation specifically. Now you want 
to share that data subject’s personal information with other organisations 
within your company group or external organisations for direct marketing 
purposes. Are you allowed to share the person’s contact details with 
other organisations within your group or external organisations for direct 
marketing purposes based on the original consent? No, you are not. This 
is because the original consent will not be specific and informed enough. 
In this circumstance, you will need to obtain a separate consent to send 
the person’s contact details to other organisations within your group or 
external organisations. You must specifically identify who these other 
organisations will be.  

4.   WE WILL NOT SCRAPE THE INTERNET WITHOUT PUTTING 
SATISFACTORY SAFEGUARDS IN PLACE

Just because personal information about a 
potential lead is available on a website does 
not necessarily mean you can just collect it for 
commercial purposes. 
The default rule in section 12 of POPIA is that 
you must always collect personal information 
directly from the data subject. There are a couple 
of exceptions, for instance, when the data subject 
deliberately made the information public or where 

the personal information is in a public record 
administrated by a public body. There is also the 
frustratingly grey ‘not reasonably practicable in 
the circumstances of the particular case’. Not 
everything on the internet was made public by 
the data subject (hardly any of it is), the internet 
is not administrated by a public body, and the 
Regulator is unlikely to say that data prospecting 
is legal because not doing it is impractical.10

So, what satisfactory safeguards can you put in place so you can still scrape the internet in a POPIA-
compliant way? These are some suggestions:11 

You need to get the data 
subject’s consent to 
collect their personal 
information, and 
remember you still need 
to have a valid legal 
basis for processing that 
personal information12. 

Section 12(2)(b) of POPIA allows you to collect a data subject’s personal information 
from a third party source if you get the data subject’s consent to do so. When the 
data subject made their personal information available on the internet, they did not 
reasonably expect their personal information to be collected by you for commercial 
purposes. You will need to notify the data subject about what personal information 
you want to process, where you got their personal information, how you want to 
process their personal information and, very importantly, WHY you want to process 
their personal information. If you don’t have a valid legal basis for processing the 
data subject’s personal information in the way you want to (e.g. because you want 
to sell their personal information for your own commercial interests), consent will be 
two-fold here. You will need the data subject’s consent to collect their information 
from a third party source, and you will need their consent to process their personal 
information in the way you want to. 

Check the T&Cs of 
the website the data 
subject’s personal 
information appears on.

Some websites prohibit you from collecting the information on the website and 
repurposing it for commercial prospecting purposes. 

10  Hear what the Regulator has to say about ‘trading in personal information’ in this interview at the 5 minute mark. 
11  https://www.huntonprivacyblog.com/2020/05/04/cnil-publishes-guidance-on-web-scraping-and-re-use-of-publicly-available-online-data-for-direct-marketing/
12  Section 11 of POPIA. 



Don’t over-collect 
personal information.

POPIA requires you to practice the principle of minimality regarding the personal 
information you collect and process. Only collect personal information that is strictly 
necessary for the purpose you want to use it for.

Check with the data 
subject that their 
personal information is 
complete, accurate, not 
misleading, and up to 
date.

Section 16(1) of POPIA requires the responsible party to take reasonably practicable 
steps to ensure that the personal information is complete, accurate, not misleading 
and updated where necessary. The reliability of the source of the personal 
information determines what steps you must take to ensure that the information is 
accurate. In this circumstance, because the data subject’s personal information was 
collected from a third party source – you must not just assume that the personal 
information is correct. This is particularly important if you are using the personal 
information to make important decisions about the data subject.

5.   WE WILL NOT SELL PI 
WITHOUT KNOWING WHAT 
IT WILL BE USED FOR

You need to do your due diligence in this 
regard. If you don’t, how do you know that 
the personal information you are selling is not 
being used for fraudulent purposes (e.g. sold 
on the ‘dark web’ for people to use in fraud 
and other criminal purposes)? Or even for 
profiling activities that are highly ambiguous 
from an ethical perspective? This TechCrunch 
article explains how immigration authorities 
have bought access to users’ location data 
to help catch the undocumented in the US. 
Another example is where a marketing firm 
used location data harvested from phones to 
predict the race, age, and gender of potential 
‘Black Lives Matter’ protesters.

You need to know what the personal 
information in your database will be 
used for before you sell access to your 
database. Why do this? This is based on both 
legal and ethical grounds. Legally, if your 
legal justification for selling or sharing the 
personal information to or with a third party 
is consent13, the data subjects’ consent will 
be invalidated14. This is because you can’t get 
the data subjects’ valid consent if you don’t 
know the actual reason for what the personal 
information in your database will be used 
for – it will not be considered specific and 
informed consent15. Without this consent, 
the database will not be ‘POPIA compliant’. 
Ethically, as explained above, people do dodgy 
things with personal information. Respect your 
customers’ privacy and safety by doing some 
due diligence first – it’s the right thing to do!

6.   WE WILL NOT BLINDLY RELY 
ON CONSENT GATHERED 
BY SOMEONE ELSE

Data brokers will often make the blanket 
statement that they are POPIA compliant 
or don’t sell personal information without 
consent. But is what they are saying true? 
Does the consent that they say they have 
meet POPIA’s requirements? It is the 
responsibility of the person buying the 
personal information to check that the 
consent is compliant. You cannot just take 
someone else’s word for it.

What does POPIA say about this? Section 
12(2)(b) states that you can collect a data 
subject’s personal information from a third 
party source if the data subject has consented 
to this. Again, this consent must be ‘voluntary, 
specific and informed’ as defined in section 1 
of POPIA to be considered a valid consent for 
POPIA compliance purposes. Consent cannot 
be considered to meet the requirements of 
‘specific and informed’ if the data subjects 
have not explicitly consented to their 
personal information being shared with you. 
The data subject needs to have consented to 
their personal information being shared with 
you specifically. Without this consent, the 
database you have purchased is not POPIA 
compliant. You need to check. 

13  Sections 11 and 15 of POPIA.  
14  See Definitions Section 1 of POPIA. To be valid under POPIA consent must be a ‘voluntary, specific and informed expression of will’. in terms of which permission is 

given for the processing of personal information.
15  Same as above. 



7.   WE WILL NOT ASSUME WE CAN CROSS-SELL PRODUCTS AND 
SERVICES

8.   WE WILL NOT MAKE IT DIFFICULT TO UNSUBSCRIBE
It is vitally important that everyone in your 
database you send direct marketing to is offered 
an ironclad way to unsubscribe from receiving 
direct marketing every time16.  

For the unsubscribe process to be POPIA 
compliant, it must be clear, easy, free of any 
penalisation or cost, and in the same channel 
as the direct marketing communication.17 For 
instance, if the sender sends direct marketing via 
an email, the opt-out process must also be email 
or internet-based – it isn’t acceptable to ask a 
data subject to send an SMS for this. The same 
goes for SMSs: opt-outs must be SMS-based.  
You must manage unsubscribes regularly and 
effectively to keep your database compliant with 
POPIA.18 

Again, over in Europe under the GDPR, many 
companies have been fined a lot of money for 

failing to process their unsubscribes properly.  
For example, in March 2020, a Romanian 
company was fined approximately EUR3000 
for sending a commercial message to just 
one customer who had already unsubscribed 
from receiving commercial messages from this 
company.

Again, specific, and informed consent is specific and informed consent. If a person has consented to 
receive direct marketing about apples, it would be acceptable to send them direct marketing about 
oranges or other food. Thus, is because they are in the same or similar category of products. Life 
insurance, on the other hand, is an entirely different kettle of fish. If you wanted to send this lead or 
customer direct marketing about life insurance, you would need to get another consent to do so.  

16  Section 11 of the Consumer Protection Act and Section 69(4)(b) of POPIA. 
17  Section 11 of the Consumer Protection Act and Section 69(4)(b) of POPIA.
18  Section 11 of the Consumer Protection Act and Section 69(1)(a) of POPIA. 
19  https://www.bbc.com/news/technology-41844033 

9.   WE WILL NOT DECEIVE PEOPLE ABOUT WHAT WE ARE 
COLLECTING THEIR INFORMATION FOR

You need to be upfront with data subjects about 
why you are collecting their personal information, 
especially if you rely on their consent as your 
legal justification under POPIA for processing 
their personal information. If data subjects don’t 
know the true purpose of why you are collecting 
and processing their personal information, this is 
once again an example of ‘invisible processing’ as 
explained in Commandment 2.

What is an example of this? A textbook example 
is a company called the Verso Group in the 
UK19. This company used call centres to conduct 
consumer surveys which had the purported 
purpose of helping consumers decrease what 
they spent on monthly utility bills. In truth, 
the company gathered personal information 

about the consumers they interviewed for 
these surveys. The Verso Group then used this 
personal information to target consumers for 
direct marketing based on lifestyle, financial and 
demographic information they had compiled. The 
Verso Group was also acting as a data broker 
and selling the personal information of people 
they had surveyed to other companies who in 
turn sold loans, legal advice about accidents, 
extended warranties and beauty products to the 
survey participants. The UK information regulator 
fined the Verso Group GBP80,000 for not getting 
the survey participants’ consents to use their 
personal information in this manner and for not 
being transparent about the real purpose the 
information was being collected for. 



10.   WE WILL KEEP A CAREFUL RECORD OF WHERE WE GOT 
INFORMATION FROM, WHAT WE USE IT FOR AND WHO WE 
SHARED IT WITH

Record keeping is very, very important under POPIA. To comply, you need to know: 

•  Where did you get a data subject’s personal information;

•  What personal of that data subject’s do you have;

•  Why you are processing that data subject’s personal information; 

•  If you have obtained any consents from that data subject, what for, when and how did you gather that consent 
from the data subject; 

•  Whether the data subject has unsubscribed from receiving direct marketing from you; and 

•  Who has had access to the data subject’s personal information, e.g. If you have shared a data subject’s personal 
information with any third parties and for what reason.

Section 23(1) of POPIA deals with the data 
subject’s right to access their personal 
information. This section provides that if the data 
subject requests the above details about their 
personal information, which you hold, you are 
legally obligated to provide them with answers 
within a reasonable time and format. This process 
is called a ‘data subject access request’, and it 
is very important that you have a streamlined 
process and trained employees to deal with these.

 

Many companies in Europe and the UK have 
gotten into trouble under the GDPR for not 
dealing with data subject access requests 
correctly or on time. For example, in 2020, an 
Italian company was fined EUR15,000 for ignoring 
a data subject access request. A Greek company 
was also fined EUR3,000 for rejecting a data 
subject access request where they should have 
honoured it.



 
 
    
   HistoryItem_V1
   TrimAndShift
        
     Range: all pages
     Trim: fix size 8.268 x 11.693 inches / 210.0 x 297.0 mm
     Shift: none
     Normalise (advanced option): 'original'
      

        
     32
            
       D:20210701084927
       841.8898
       a4
       Blank
       595.2756
          

     Tall
     1
     0
     No
     873
     266
    
     None
     Up
     0.0000
     0.0000
            
                
         Both
         2
         AllDoc
         10
              

       CurrentAVDoc
          

     Uniform
     612.0000
     Left
      

        
     QITE_QuiteImposingPlus2
     Quite Imposing Plus 2.9b
     Quite Imposing Plus 2
     1
      

        
     0
     8
     7
     8
      

   1
  

 HistoryList_V1
 qi2base





